Configuring the Wilkes.edu Wireless Network on Windows XP/2000

>>View this page online at http://www.rhysman.com/wireless.html.
First steps: Getting/Installing PEAP
First download the Microsoft PEAP installer program. You can find it on the Microsoft website or download it at http://www.rhysman.com/downloads/Win-Client-802.11a-b-Ins-Wizard-v15.exe.

Once downloaded, unzip the extractor. The installer program will pop up automatically. 

From the menu, choose ‘Custom Install/Upgrade.’ Click next. 

In the following window, click on the plus sign next to Security Modules.
Uncheck LEAP and EAP-FAST, but check PEAP. Then click next. 

Reboot your machine after it prompts you. 
Configuration: Within windows.
Be sure your wireless adapter is turned on, using the switch (if available) on your computer case. 
Open up the View Wireless Networks window, by double clicking on the wireless icon in your tray 
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To ease the installation process, select the Wilkes.edu Wireless network and click ‘connect’. At this point, it WILL fail, but that is good ;) 

In the View Wireless Networks window, click on 'Change Advanced Settings'.
Select the tab 'Wireless Networks'. You will see this window:                                                      
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In the 'Preferred networks' list box, find Wilkes.edu. Click it and then hit properties.
Configure your settings just like below.
[image: image8.png]Protected EAP Properi

hen connectigs
) e s e

i Corticat

] ABA.ECOM Root CA
L] Autoridad Certiicadora de la Asociacion Nacional del Notari
L] Autoridad Certificadora del Colegio Nacional de Correduria
] galtmore £2 by DST
] Belgacom E-Trust Primary CA

(A HT Secureet CA Class A
|| ca 1T Securetiet CA Class B

L

Select Authentication Method:

secured passord (EAPMSCHAP v2)

L] Enable Fast Reconnect




[image: image3.jpg]Network pame (SSID):

Wreless network key

This network requires a key for the folowing

Network Authertication:

Data encrypton:

etk ey

Corfimetip ey

Keyestemend [

/] The key is provided for me automatically

O

ok J[Cewe ]




    [image: image4.png]‘Association [V ARREAIEEHORY Connection

Select his option to provide authenticated netork access for
Wirsless Ethemet nefworks.

] Enable EEE 832 1 authentication for fis network

EAP type: [Protected EAP (PEAP)

L] Authenticate as computer when computer information is
avalable

L] Authenticate as quest when user or computer infomation is
uravaiable





Click on the properties button to change settings for PEAP the same as above.
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Uncheck the Validate server certificate




         Click on configure.















Be sure to uncheck the above item!!!

Say ok to all open windows and then bring back your ‘View Wireless Networks’ window.

Click on Wilkes.edu and then click 'Connect'.

Watch the taskbar down near your clock for a Balloon to pop up saying something like 'Click here to select 


a certificate…’         
Click that and enter your username and password you use to log on to Wilkes campus computers and add WILKESU to domain. 
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